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Abstract: The increasing reliance on Academic Information Systems (SIAKAD) in
higher education institutions has resulted in a significant growth of server log data,
which contains valuable information for monitoring system performance and
security; however, manually identifying anomalies in large-scale log data remains
inefficient, time-consuming, and prone to human error. Therefore, this study aims to
evaluate and compare the performance of Random Forest and Isolation Forest
algorithms in detecting anomalies within SIAKAD server logs. This research adopts
a machine learning-based approach using a dataset of 5,000 server log records
collected from the SIAKAD system, which underwent preprocessing stages
including data cleaning, feature extraction, and normalization. Random Forest was
implemented as a supervised learning method, while Isolation Forest was applied as
an unsupervised anomaly detection technique, with performance evaluated using
accuracy, precision, recall, and F1-score metrics. The experimental results show that
Random Forest achieved an accuracy of 96.3%, precision of 95.8%, recall of 96.0%,
and Fl-score of 95.9%, while Isolation Forest achieved an accuracy of 94.1%,
precision of 92.7%, recall of 93.5%, and F1-score of 93.1%. These findings indicate
that both algorithms are effective in detecting anomalies, with Isolation Forest
demonstrating strength in handling unlabeled data and rare events, while Random
Forest provides higher performance when labeled data is available; thus, this study
highlights the potential of integrating machine learning techniques into log
monitoring systems to enhance anomaly detection in academic information systems.

Keywords: Anomaly Detection, SIAKAD, Server Logs, Random Forest, Isolation
Forest, Machine Learning

INTRODUCTION

Academic Information Systems (SIAKAD) have become a critical component of higher education institutions,
facilitating the management of academic data, including student records, course schedules, and grading
information. As the number of users and the volume of server activities increase, the system generates a large
amount of log data, which contains valuable insights for monitoring system performance and detecting potential
anomalies that may indicate security breaches, system failures, or unusual user behavior (Singh et al.
2025)(Purwanto et al. 2025). Traditional methods of monitoring server logs, such as manual inspection or rule-
based approaches, are often inefficient, time-consuming, and prone to errors, especially when dealing with large-
scale and high-dimensional data. In recent years, machine learning (ML)(Ripai et al. n.d.) techniques have emerged
as state-of-the-art solutions for automated anomaly detection, enabling the identification of patterns and deviations
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in log data with higher accuracy and reduced human intervention. Methods such as supervised learning (e.g.,
Random Forest) and unsupervised learning (e.g., Isolation Forest) (Patil, Journal, and 2024 n.d.)(Intan et al. 2023)
have shown strong performance in various domains, including network security, industrial monitoring, and system
log analysis. However, the application of these algorithms to academic information systems, particularly SIAKAD
server logs in Indonesian universities, remains limited and underexplored(Khaerunnisa, Muhammad, and
Mahardika 2025)(Saragih 2025).

The urgency of this research stems from the increasing reliance of universities on STAKAD systems for critical
academic operations. Any anomaly in server logs—whether due to system malfunction, unauthorized access, or
abnormal user behavior—can disrupt academic services, compromise sensitive student data, and negatively impact
institutional reputation. With the volume and complexity of log data continuing to grow, there is a pressing need
for automated, accurate, and scalable solutions that can proactively detect anomalies and support timely decision-
making by system administrators (Nugroho et al. 2025)(Mahardika, Naufal, and AMIN 2023). The novelty of this
study lies in the combined application and comparative evaluation of both Random Forest and Isolation Forest
algorithms on SIAKAD server logs. While previous studies typically focus on a single algorithm or generic log
data, this research specifically targets academic system logs, which present unique characteristics such as
structured yet highly variable records, sensitive student-related events, and complex user behaviors(Kahfi et al.
2025). By analyzing both supervised and unsupervised approaches within the same dataset, this study provides a
comprehensive assessment of their effectiveness and practical implications for anomaly detection in academic
environments.

This gap highlights the need for a unified evaluation framework that can compare multiple anomaly detection
approaches under consistent conditions, particularly in the context of system log data, which often exhibits a
combination of structured attributes and dynamic behavioral patterns. Without such analysis, it remains unclear
which method is more suitable for practical deployment, especially in environments where labeled data is limited
or unavailable.

The novelty of this study lies in the comparative evaluation of Random Forest and Isolation Forest within a
single experimental framework using the same SIAKAD server log dataset. Unlike previous studies that focus on
a single method or generalized datasets, this research emphasizes the methodological comparison between
supervised and unsupervised approaches while considering realistic data constraints, such as the availability of
labeled anomalies. This approach enables a deeper understanding of the trade-offs between accuracy and
flexibility, as well as the practical implications of deploying these models in real-world log monitoring systems.

Therefore, this study aims to implement and evaluate the performance of Random Forest and Isolation Forest
algorithms in detecting anomalies in SIAKAD server logs using metrics such as accuracy, precision, recall, and
Fl-score. The results are expected to contribute not only to the application of machine learning in academic
information systems but also to the broader understanding of anomaly detection strategies in log-based
environments

LITERATURE REVIEW

Over the past five years, the scientific literature on machine learning-based anomaly detection has undergone
significant development, with a primary focus on efficient modeling of large and unlabeled datasets, such as server
logs and network traffic. This research primarily revolves around unsupervised learning methods, such as Isolation
Forest, to detect unusual behavior without requiring labeled data, as well as supervised learning approaches, such
as Random Forest, for anomaly classification when labels are available. Several recent studies have demonstrated
the application of Isolation Forest in the context of log and network traffic analysis. For instance, research by
(Wijayaningrum and Kirana 2022) investigated anomaly detection in Apache web server system logs using
Isolation Forest and successfully identified significant anomalous patterns from a total of 10,041 log entries,
indicating that IF can serve as an effective tool for web server security monitoring. (Khan et al. n.d.) applied
Isolation Forest for real-time analysis of anomalous activity in website logs, which is highly relevant to log-based
cybersecurity systems. This model has also proven effective for detecting anomalies in dynamic cloud device logs,
as demonstrated by (Maniraj et al. n.d.) in cloud-based IT infrastructure. Other studies utilizing the LUFlow
network traffic dataset evaluated anomalous behavior and demonstrated IF’s capability to automatically
distinguish between normal and malicious patterns. Furthermore, research on Wazuh security logs indicates that
IF can be employed for high-level monitoring with automated notifications in the context of IT security.

Other research has shown IF applications beyond server logs, such as in air pollution anomaly detection, which
exemplifies detecting extreme values without labels, thereby highlighting the algorithm’s flexibility outside the
cybersecurity domain. The implementation of IF on large transactional datasets with Exploratory Data Analysis
further validates its effectiveness for large-scale non-log data. In addition to the focus on Isolation Forest, research
on Random Forest as a supervised learning method for anomaly detection has also advanced. (Zalukhu et al. 2025)
developed an explainable and optimized Random Forest for detecting anomalies in IoT networks using the RIME
metaheuristic, demonstrating that RF remains relevant when labeled data are available and model interpretability
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is required. Moreover, (Natalia et al. 2025) evaluated Random Forest performance on the UNSW-NB15 dataset
for network traffic anomaly detection, finding that feature selection techniques significantly enhance RF
performance. Other studies report the use of RF for phishing detection in network traffic, where RF achieves high
accuracy in distinguishing malicious from normal activity.

In line with empirical research, modern comparative studies, such as (Aldhafari et al. 2025), compare
unsupervised models (Isolation Forest) with supervised models (Random Forest) for threat detection in network
traffic, showing that each approach has advantages in different contexts — IF excels for unlabeled data, whereas
RF performs strongly when labels are available. Furthermore, cross-disciplinary studies have expanded the scope
of anomaly detection, including applications for industrial IoT (Mahardika, ..., and 2026 2026) by comparing
Random Forest with SVM (Maniraj et al. 2024), emphasizing that ensemble models like RF can compete
effectively with other methods in industrial anomaly detection. Additionally, (Windiarti, dan, and 2022 2025), in
a comprehensive study on log-based anomaly detection, highlight the importance of integrating various machine

learning and deep learning approaches for log analysis in industrial and IoT systems(Syafirullah et al. 2026).

Table 1. State Of Art research

Year Author(s) Dataset / Context Method Key Findings Notes
2022 (Wijayaningrum  Apache web Isolation Forest ~ Successfully Focus on
and Kirana 2022)  server logs detected significant unsupervised
(10,041 entries) anomalous patterns;  anomaly detection
effective for web in server logs
server security
monitoring
2023 (Khanetal.n.d)  Website logs, Isolation Forest Real-time detection Emphasis on
real-time of anomalous operational
monitoring activity in web logs;  deployment
relevant for log-
based cybersecurity
2024 (Maniraj et al. Cloud-based IT Isolation Forest  Effectively detected ~ Highlights
n.d.) infrastructure anomalies in applicability to
logs dynamic cloud cloud IT systems

device logs

2025 (Zalukhu et al. IoT networks Random Forest Developed Emphasis on
2025) + RIME explainable and interpretability
metaheuristic optimized RF; with labeled data
effective for
anomaly detection in
IoT
2025 (Natalia et al. UNSW-NBI15 Random Forest  Feature selection Supervised
2025) dataset (network significantly learning approach
traffic) enhances RF
performance for
anomaly detection
2025 (Aldhafari et al. Network traffic IF vs. RF IF excels with Comparative study
2025) (threat detection) unlabeled data; RF of supervised vs.
performs strongly unsupervised
when labels are methods
available
2024 (Maniraj et al. Industrial IoT Random Forest Ensemble models Cross-disciplinary
2024) data vs. SVM like RF compete application
effectively with
SVM for anomaly
detection
2025 (Windiarti et al. Log-based ML + DL Integration of Highlights
2025) anomaly approaches multiple machine importance of
detection in learning and deep hybrid approaches
industrial/IoT learning models
systems improves detection
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METHOD
This study employs a quantitative approach using an experimental method to evaluate the performance of the
Random Forest and Isolation Forest algorithms in detecting anomalies in STAKAD server logs. This approach was
chosen because it allows for an objective analysis of the capabilities of both algorithms in identifying abnormal
activities by comparing their predictions against the ground truth data. The experiments are conducted
systematically, with performance measured using standard evaluation metrics such as accuracy, precision, recall,
F1-score, and Area Under the Curve (AUC).

Data
Collection

Model Data
Evaluation Preprocessing

Model Algorithm
Training Selection

Data Splitting

Figure 1 Experimental Method
1. Data Collection

The data used in this study were obtained from SIAKAD server logs collected over a one-year period
(January—December 2025), consisting of 5,000 log entries representing real user activities within the academic
information system. The dataset includes records of user interactions such as login attempts, course access,
assignment submissions, and grade retrieval, along with system-generated events such as errors and failed
requests. To ensure data validity and privacy (Fontaine et al. 2020), all sensitive information, including user
identities and IP addresses, was anonymized prior to analysis, while preserving the structural and behavioral
characteristics of the logs. Each log entry contains multiple attributes, including timestamp, user ID
(anonymized), IP address (masked), activity type or accessed endpoint, request size, response duration, and server
response status. These features were selected to capture both temporal and behavioral patterns that may indicate
anomalous system activities. Data preprocessing was conducted through several stages, including data cleaning
to remove incomplete or corrupted records, feature extraction to transform categorical log attributes into
numerical representations, and normalization to ensure consistency across feature scales(Saleem et al. n.d.).

A critical aspect of this study is the anomaly labeling process. Instead of relying solely on failed requests as
indicators of anomalies, this research adopts a hybrid labeling strategy. Initial labels were generated based on
rule-based criteria, such as repeated failed login attempts, unusually high request frequency within a short time
interval, abnormal response durations, and access to unauthorized endpoints. These rule-based labels were further
refined to reduce bias and better represent realistic anomaly patterns. This approach aims to produce a more
reliable labeled dataset for supervised learning while acknowledging the inherent uncertainty in anomaly
definition. To ensure a fair comparison between Random Forest and Isolation Forest, both algorithms were
evaluated under controlled and comparable experimental settings. Random Forest, as a supervised learning
method, was trained using the labeled dataset, with data split into training and testing sets using an 80:20 ratio.
In contrast, Isolation Forest, as an unsupervised method, was trained without label information and evaluated on
the same dataset using contamination parameters aligned with the estimated proportion of anomalies.
Performance evaluation for both models was conducted using the same metrics—accuracy, precision, recall, and
F1-score—calculated based on the labeled test data.
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By designing the experiment in this manner, this study ensures that the comparison between supervised and
unsupervised approaches is conducted systematically and fairly, allowing for meaningful interpretation of their
performance differences in the context of real-world server log anomaly detection.

Table 1. Dataset of SIAKAD Server Logs

No  Timestam User IP Address Activity/  Respons Reques Duratio Label
p ID Endpoint e Status  t Size n(ms) (Anomaly/Normal
(KB) )

1 2025-01-  U00 192.168.1.1 Login Success  12.3 215 Normal
02 1 0
08:12:15

2 2025-01-  UO0  192.168.1.1  Submit Success  44.8 532 Normal
02 2 1 Assignmen
08:15:30 t

3 2025-01-  UO0  192.168.1.1  View Success 5.5 125 Normal
02 3 5 Grades
08:17:05

4 2025-01-  U00  192.168.1.2 Login Error 0 0 Anomaly
02 4 0
08:18:40

5 2025-01-  UO00  192.168.1.2  Submit Success  46.2 548 Normal
03 5 5 Assignmen
09:05:22 t

6 2025-01- U00  192.168.1.3  View Success  20.1 310 Normal
03 6 0 Transcript
09:10:45

7 2025-02- U00  192.168.1.3  Login Success  11.8 200 Normal
10 7 5
14:12:10

8 2025-02- U00 192.168.1.4  Upload Success  52.0 600 Normal
10 8 0 Assignmen
14:15:55 t

9 2025-03- UO0  192.168.1.4  View Success 6.2 140 Normal
15 9 5 Grades
10:22:35

10 2025-03- U0l  192.168.1.5 Login Error 0 0 Anomaly
15 0 0
10:25:50

500 2025-12-  US0 192.168.2.5 Download Success 18.5 325 Normal

0 31 0 0 Transcript
23:58:50

Source: STAKAD server log dataset, with IP addresses anonymized

2. Data Preprocessing

Prior to model implementation, the log data undergo several preprocessing steps. First, data cleaning is
performed to remove duplicate entries and empty logs. Next, categorical data are transformed into numeric
formats using one-hot encoding, while numerical features are normalized using Min-Max Scaling to ensure
consistent scaling across features(Anilkumar et al. n.d.)(Ahir, ..., and 2025 n.d.). If necessary, labeling is applied
based on specific rules, such as marking activities with errors exceeding a defined threshold as anomalies,
allowing the data to be used for supervised training of the Random Forest model(Kumar, Sen, and Sinha
2025)(Wiencek et al. 2021).

2. Algorithm Selection

The algorithms evaluated in this study are Random Forest and Isolation Forest. Random Forest is an
ensemble learning method that constructs multiple decision trees for classification, enabling it to capture complex
patterns in server logs(Apdillah and Sari 2025)(Kumar et al. 2025). In contrast, Isolation Forest is specifically
designed for anomaly detection by efficiently isolating outliers through random trees and calculating average
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path lengths. Both algorithms were chosen due to their different approaches to anomaly detection, which allows
for a comparative assessment of their effectiveness(Mkungudza, Twabi, and Manda 2024).

3. Data Splitting

The dataset is divided into training and testing sets with a 70:30 ratio. This partitioning allows the models to
be trained on the majority of the data while retaining sufficient data for evaluation. In cases of class imbalance,
where anomalies are rare, techniques such as oversampling (e.g., SMOTE) (Kolla 2023) or undersampling can
be applied to improve class distribution and ensure that the model does not become biased toward normal
data(Suresh Ballala et al. 2026)(Bobde et al. 2024).

4. Model Training

Random Forest training involves tuning key parameters such as the number of trees (n_estimators),
maximum depth (max_depth)(Lestari 2021) , and the number of features considered at each split (max_features).
Training is performed using cross-validation to prevent overfitting. Isolation Forest is trained by adjusting
parameters such as the number of trees (n_estimators), sample size (max_samples), and the anomaly threshold,
enabling the model to effectively identify outliers based on average path lengths in the trees(Cherrat et al. 2020).

5. Model Evaluation

Model performance is evaluated using the testing data. Anomaly predictions are compared against the ground
truth labels, if available, to calculate evaluation metrics such as accuracy, precision, recall, F1-score, and AUC-
ROC. The evaluation results are used to compare the effectiveness of Random Forest and Isolation Forest in
detecting anomalies in SIAKAD server logs. Additionally, qualitative analysis is conducted by visualizing the
distribution of detected anomalies and discussing the strengths and limitations of each algorithm within the
system context.

RESULT
This study evaluated the performance of Random Forest (RF) and Isolation Forest (IF) in detecting anomalies
in SIAKAD server logs using a dataset of 5,000 entries collected throughout 2025. The dataset underwent
preprocessing including data cleaning, feature extraction, normalization, and labeling for supervised learning.
Performance metrics include accuracy, precision, recall, F1-score, and AUC-ROC.
1. Random Forest Performance
Random Forest was applied in a supervised setting using a 70:30 training-test split. Hyperparameters were
optimized through cross-validation:
a) n_estimators: 100
b) max_depth: 15
¢) max_features: \(number of features)

Model Performance Metrics

100 56.3% 95 8% 96.0% 95.9% 97.0%
80
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Accuracy Precision Recall Fl-score ALUC-ROC
Figure 2. Performance Metrics for Random Forest
Interpretation:

a) RF demonstrates strong classification performance for labeled anomalies.
b) High precision reduces false alarms, while high recall ensures most anomalies are detected.
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¢) AUC-ROC indicates excellent discriminative ability between normal and anomalous logs.

2. Isolation Forest Performance
Isolation Forest was applied in an unsupervised setting. Key parameters were:
a) n_estimators: 100
b) max samples: 256
¢) Contamination: 5% (expected proportion of anomalies)

Model Performance Metrics
100

92.7% 93.5% 63.1% 95.0%
80
z
o 60
=
s
<
o
£ 4
&
20
o
Accuracy Precision Recall Fl-score AUC-ROC

Figure 3. Performance Metrics for Isolation Forest
Interpretation:
a) IF performs effectively without requiring labels.
b) Slightly lower accuracy and F1-score than RF reflect the challenges of unsupervised anomaly detection.
c) [IF’s strength lies in detecting rare or previously unseen anomalies.

3. Comparative Analysis

Comparison of Model Performance Metrics

100 1 " ,7.0%
90 1% 08 1% A == x,ol._ o as N e amnane 90 0%,
80
=
; 60
o
3
c
o
e
& a0
20
Random Forest
Isolation Forest
a .
Accuracy Precision Racall Fl-score AUCROC

Figure 4. Comparative Metrics: RF vs IF
Discussion:
a) RF is superior when historical labels are available, offering higher accuracy and interpretability.
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b) IF provides flexibility for unlabeled datasets or rare anomalies.

The comparison chart presents the performance evaluation of Random Forest and Isolation Forest using five
key metrics: Accuracy, Precision, Recall, Fl-score, and AUC-ROC. Overall, Random Forest demonstrates
consistently higher performance across all evaluation metrics. Specifically, Random Forest achieves an accuracy
0f96.3%, compared to 94.1% for Isolation Forest, indicating a stronger overall classification capability. The higher
precision (95.8%) and recall (96.0%) values further suggest that Random Forest is more effective in minimizing
false positives while accurately identifying true anomalies. This balance is reflected in the F1-score, where
Random Forest attains 95.9%, outperforming Isolation Forest’s 93.1%. In terms of discriminative ability, both
models exhibit strong performance, as indicated by AUC-ROC values close to 1, with Random Forest at 0.97 and
Isolation Forest at 0.95. This suggests that both algorithms are capable of effectively distinguishing between
normal and anomalous classes, although Random Forest maintains a slight advantage. However, the performance
gap between the two models is relatively small, indicating that Isolation Forest remains a competitive alternative.

It is important to note that the superior performance of Random Forest may be influenced by its reliance on
labeled data, allowing it to learn more precise decision boundaries. In contrast, Isolation Forest operates in an
unsupervised manner, making it more flexible in scenarios where labeled anomalies are limited or unavailable.
Therefore, while Random Forest can be considered more accurate and stable in this study, Isolation Forest offers
practical advantages in real-world anomaly detection settings where data labeling is constrained.

DISCUSSIONS

The results of this study confirm that both Random Forest (RF) and Isolation Forest (IF) are effective for
anomaly detection in SIAKAD server logs; however, a deeper analysis reveals important differences in their
behavior and applicability. Random Forest achieved an accuracy of 96.3%, precision of 95.8%, recall of 96.0%,
and an F1-score of 95.9%, outperforming Isolation Forest, which obtained an accuracy of 94.1%, precision of
92.7%, recall of 93.5%, and an Fl-score of 93.1%. Although the performance gap ranges from approximately
2.0% to 3.2% across metrics, this difference consistently favors Random Forest, indicating a more stable
classification capability. The superior performance of Random Forest can be attributed to its supervised learning
mechanism, which leverages labeled data to construct precise decision boundaries. This is particularly evident in
its higher recall (96.0% vs 93.5%), suggesting that RF is more effective in identifying true anomalies, and its
higher precision (95.8% vs 92.7%), indicating fewer false positives. In contrast, Isolation Forest relies on data
isolation principles rather than explicit class learning, which explains its slightly lower performance but greater
flexibility in handling unlabeled data.

A key insight from this study is that the observed performance gap is influenced not only by the algorithmic
design but also by the characteristics of the dataset, especially the availability and quality of labeled anomalies.
The relatively high performance of Isolation Forest, with an Fl-score of 93.1% and AUC-ROC of 0.95,
demonstrates that it remains effective even without label information. This suggests that in environments where
labeled data are limited, the trade-off of approximately 2—-3% lower performance may be acceptable given the
reduced dependency on manual labeling. Furthermore, Random Forest achieved an AUC-ROC of 0.97 compared
to 0.95 for Isolation Forest, indicating slightly better discriminative capability. However, the small margin (0.02
difference) suggests that both models are similarly strong in separating normal and anomalous classes. This
reinforces the idea that while Random Forest is more accurate overall, Isolation Forest is not significantly inferior
in terms of classification quality.

From an operational perspective, the findings highlight a trade-off between accuracy and adaptability. Random
Forest requires labeled data and periodic retraining to maintain its high performance, whereas Isolation Forest can
operate with minimal supervision and is better suited for dynamic environments where anomalies evolve over
time. Therefore, the choice between the two methods should consider not only performance metrics but also
practical constraints such as data labeling cost and system scalability. Overall, this study demonstrates that while
Random Forest provides higher accuracy and more stable predictions, Isolation Forest offers competitive
performance with greater flexibility. The relatively small performance gap suggests that combining both
approaches could provide a balanced solution, leveraging the strengths of supervised precision and unsupervised
adaptability in real-world anomaly detection systems.

CONCLUSION
This study evaluates the performance of machine learning algorithms, namely Random Forest (RF) and
Isolation Forest (IF), for anomaly detection in SIAKAD server logs. The experiments were conducted using a
dataset of 5,000 log entries with preprocessing steps including data cleaning, feature extraction, and normalization.
The results show that Random Forest achieved an accuracy of 96.3%, precision of 95.8%, recall of 96.0%, and
F1-score of 95.9%, while Isolation Forest obtained an accuracy of 94.1%, precision of 92.7%, recall of 93.5%, and
Fl-score of 93.1%. These results indicate that RF performs better in scenarios where labeled data are available,
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whereas IF remains effective for detecting anomalies in unlabeled data. The findings suggest that both approaches
have complementary strengths depending on data availability and system conditions. However, the performance
comparison is limited to a single dataset derived from SIAKAD server logs, which may not fully represent other
types of academic information systems or log environments. In addition, the labeling process for anomaly data
relies on rule-based assumptions, which may introduce bias and affect model evaluation. Furthermore, this study
does not explore advanced parameter tuning or real-time deployment scenarios, which could influence model
performance in practical applications.

Despite these limitations, the study provides evidence that combining supervised and unsupervised learning
approaches can improve the flexibility and robustness of anomaly detection systems. Therefore, integrating both
Random Forest and Isolation Forest offers a promising direction for developing scalable log monitoring systems
in academic environments. Future research is recommended to involve larger and more diverse datasets, improved
labeling strategies, and real-world deployment testing to enhance the generalizability of the findings..
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