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ABSTRACT 
Financial data security is crucial as cybercrime continuously targets digital transactions. 
Classical ciphers are often considered weak, while modern encryptions like AES and RSA 
demand high computational resources, making them less suitable for small-scale institutions. 
This research aims to develop a lightweight hybrid cryptography scheme by combining a 
modified Hill Cipher and an adaptive Rail Fence Cipher to secure financial data transactions 
efficiently without burdening memory. The study utilized a systematic laboratory experimental 
method comprising five main stages: literature review, independent algorithm modification, 
hybrid scheme design, algorithm coding and simulation using Python, and performance 
evaluation. The Hill Cipher was modified using Modulo 256 to accommodate complete ASCII 
characters, while the Rail Fence Cipher applied an adaptive transposition pattern to enhance 
data diffusion. Computational testing on 2,000 rows of simulated financial transaction datasets 
demonstrated a 100% data integrity recovery rate with zero data loss. Furthermore, the 
performance evaluation recorded highly efficient execution speeds, averaging 0.000083 
seconds for encryption and 0.000110 seconds for decryption per transaction, successfully 
fulfilling the criteria for lightweight cryptography. These findings imply that the proposed hybrid 
scheme effectively mitigates the linearity weakness of classical ciphers while maintaining low 
latency. In conclusion, this hybrid cryptographic architecture provides a robust, highly efficient 
data protection mechanism ideal for low-resource environments, including small-to-medium 
enterprises and lightweight web applications. For further research, it is recommended to 
evaluate the scheme against extreme cyber-attack simulations, such as avalanche effect tests, 
and fully integrate it into production-scale web architectures. 
 
Keywords: Data Security; Financial Transactions; Hill Cipher; Hybrid Cryptography; Lightweight 
Cryptography; Rail Fence Cipher. 
 

ABSTRAK 
Keamanan data keuangan menjadi sangat krusial seiring dengan meningkatnya ancaman 
kejahatan siber terhadap transaksi digital. Algoritma kriptografi klasik sering dianggap lemah, 
sedangkan enkripsi modern seperti AES dan RSA membutuhkan sumber daya komputasi yang 
besar, sehingga kurang sesuai untuk institusi berskala kecil. Penelitian ini bertujuan untuk 
mengembangkan skema kriptografi hibrida ringan dengan menggabungkan modifikasi Hill 
Cipher dan Rail Fence Cipher adaptif untuk mengamankan data transaksi keuangan secara 
efisien tanpa membebani memori. Pendekatan pemecahan masalah menggunakan metode 
eksperimental laboratorium sistematis yang terdiri dari lima tahapan utama: studi literatur, 
perancangan modifikasi algoritma mandiri, perancangan skema hibrida, pengodean dan 
simulasi berbasis Python, serta evaluasi performa. Hill Cipher dimodifikasi menggunakan 
Modulo 256 untuk mengakomodasi seluruh karakter ASCII, sementara Rail Fence Cipher 
menerapkan pola transposisi adaptif untuk meningkatkan difusi data. Pengujian komputasional 
terhadap 2.000 baris dataset simulasi transaksi keuangan menunjukkan tingkat keberhasilan 
pemulihan integritas data sebesar 100% tanpa adanya kerusakan. Selain itu, evaluasi performa 
mencatat kecepatan eksekusi yang sangat efisien, dengan rata-rata waktu enkripsi 0,000083 
detik dan dekripsi 0,000110 detik per transaksi, memenuhi kriteria kriptografi ringan. Temuan ini 
mengimplikasikan bahwa skema hibrida yang diusulkan efektif menutupi kelemahan linearitas 
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sandi klasik sekaligus mempertahankan latensi yang rendah. Kesimpulannya, arsitektur 
kriptografi hibrida ini menyediakan mekanisme perlindungan data yang tangguh dan efisien, 
ideal untuk lingkungan bersumber daya rendah seperti UMKM dan aplikasi web ringan. Untuk 
penelitian selanjutnya, disarankan agar skema ini dievaluasi terhadap simulasi serangan siber 
ekstrem, seperti uji avalanche effect, dan diintegrasikan secara penuh ke dalam arsitektur web 
berskala produksi. 
 
Kata Kunci:  Hill Cipher; Keamanan Data; Kriptografi Hibrida; Kriptografi Ringan; Rail Fence 
Cipher; Transaksi Keuangan. 
 

INTRODUCTION 
In the digital age, the security of financial data transactions has become a critical issue. 

Cybersecurity Ventures projects that losses from cybercrime will reach USD 10.5 trillion by 2025 
(Huong & Linh, 2025; Pratiwi & Hidayat, 2024), with the financial sector being one of the most 
vulnerable, as more than 25% of hacking incidents involve the misuse of financial data 
(Agihidayantari & Kurniawan, 2020; Ro’uf, 2024). The rapid adoption of digital payments, mobile 
banking, and fintech is expanding the attack surface, particularly when data is transmitted over 
public networks (Nunna & Marapareddy, 2020; Rachman & Biduri, 2023), thereby necessitating 
robust and sustainable data security systems as reliance on digital technology increases 
(Defana & Rahayu, 2023; Purwawijaya et al., 2025). 

These issues have far-reaching consequences, ranging from financial losses and 
diminished public trust to the risk of identity theft and subsequent crimes (Aqham & Firana, 
2025; Purnamasari & Prasetyani, 2022). However, many small-to-medium-sized organizations, 
including MSMEs and educational institutions, still employ weak encryption—either because 
they use outdated algorithms (Hoobi, 2023; Rianto et al., 2026) or simply rely on obfuscation. 
Low information security awareness further increases the vulnerability of systems to 
cyberattacks (Defana & Rahayu, 2023; Purwawijaya et al., 2025), as demonstrated by 
Nasution’s research (Rizqullah et al., 2025). 

In this context, cryptographic methods have become the primary solution for protecting 
financial data. To date, security measures for financial data are still dominated by modern 
encryption algorithms such as AES and RSA (Santoso, 2021). Classical algorithms, on the other 
hand, are rarely used because they are considered to have weak security (Jomaa et al., 2024). 
However, although modern algorithms like AES and RSA offer a high level of security, they 
require significant computational resources, making them less suitable for small-scale systems 
(I. D. A. Sari et al., 2023; R. Y. Sari et al., 2024). On the other hand, current developments in 
lightweight cryptography generally still rely solely on single substitution or transposition 
algorithms due to computational limitations on small devices (Yudantiar et al., 2023). 
Furthermore, there has been little research specifically focused on optimizing these classical 
algorithms as security solutions for financial data transactions (Cui et al., 2020).  

Consequently, a number of studies have explored modifications to classical algorithms, 
such as the Hill Cipher and the Rail Fence Cipher, to develop lightweight yet secure 
cryptographic schemes (Azwardi et al., 2023; Subbarayudu et al., 2024). Cryptography is also 
widely used in mobile and web-based digital applications (Nasution et al., 2024; Wijayanti et al., 
2024). Previous studies have shown that modifications to the Hill Cipher matrix can improve 
diffusion (Dheepan et al., 2024; Pratisto et al., 2024) , while an adaptive Rail Fence cipher 
strengthens the transposition process and reduces easily recognizable ciphertext patterns 
(Akbar et al., 2015; Sheela et al., 2024). However, the majority of existing studies currently only 
perform simple modifications to the Hill Cipher or the Rail Fence separately (Hira et al., 2023; 
Sliman et al., 2021). The focus of these modifications has been limited to adding keys or varying 
the transposition patterns, and has not yet combined both into a complete hybrid scheme 
(Otolomo et al., 2025). Consequently, the potential for strengthening classical algorithms 
through this hybrid approach has not yet been fully explored to secure financial data (Jomaa et 
al., 2024). 

This study aims to develop a hybrid cryptographic scheme based on modifications of 
the Hill Cipher and the Rail Fence Cipher to enhance the security of financial data without 
significantly increasing the computational load. The proposed scheme is expected to serve as 
an alternative solution for institutions with limited resources and can be implemented in both 
desktop and web-based applications. A web-based platform was chosen because it is flexible, 
easily accessible, and can be integrated with existing internal financial systems (Nawaroni et al., 
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2022; Supiyanto & Mandowen, 2021). This approach aligns with the needs of modern systems 
that demand energy and device resource efficiency (Pane et al., 2018; Wati et al., 2023). 

This research focuses on the fields of Engineering Products and Defense and Security 
as outlined in the RIRN, with connections to the Social Sciences and Humanities in the context 
of data protection and the digitalization of the economy. Furthermore, the direction of this 
research aligns with the national priorities of Asta Cita, specifically Point (a) Artificial Intelligence, 
Information Technology, and Automation through the development of adaptive cryptographic 
algorithms. This research supports the achievement of the SDGs, particularly SDG 9 by 
strengthening secure digital infrastructure for small and medium-sized institutions; SDG 8 by 
fostering a trusted digital transaction ecosystem for technology-driven economic growth; and 
SDG 16 by building institutions that are transparent, accountable, and resilient against 
cybercrime. 
 

RESEARCH METHODOLOGY 
Problem-Solving Approach and Research Methodology 
The problem-solving approach in this study was conducted through a systematic laboratory 
experimental approach, combining a modified Hill Cipher (substitution) and an adaptive Rail 
Fence Cipher (transposition) to produce stronger layered encryption. The research process was 
organized into 5 (five) main stages, as shown in Figure 1. 
 

 
Figure 1. Flowchart of the research methodology stages for developing a hybrid cryptographic 

scheme. 
 
Stage 1: Literature Review and Needs Analysis 
In this initial stage, an in-depth literature review was conducted on classical and modern 
cryptographic theories, particularly the strengths and weaknesses of the Hill Cipher and the Rail 
Fence Cipher, as well as the basic concepts of lightweight cryptography and hybrid schemes. 
An analysis was conducted to identify the mathematical characteristics of financial data, 
specific potential cybersecurity threats, and computational constraints on low-resource 
systems. The results included specifications for data security parameters and an initial 
conceptual framework for the algorithm to be developed. 
 
Phase 2: Design of a Modified Standalone Algorithm 
This phase focuses on developing algorithmic components separately based on a solid 
theoretical foundation. 
a. First Step: Analyze the structure of the Hill Cipher by designing a dynamic key matrix that 

can adapt based on message parameters. This design aims to break linearity patterns, 
thereby significantly reducing vulnerability to known-plaintext attacks and linear 
cryptanalysis (Armah et al., 2024). The core of the Hill Cipher is the multiplication of the 
plaintext matrix by the key matrix modulo a value (Equation 1): 

𝐶 = (𝑃 × 𝐾) (mod 𝑚) 
Notes: 
1) C = Encrypted text matrix (ciphertext). 
2) P = Original text matrix (plaintext). 
3) K = Square key matrix (𝑛 × 𝑛). 
4) m = Modulus value of the character set (m = 256). 

b. Step Two: Redesign the Rail Fence Cipher by implementing a key-based adaptive 
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transposition pattern. This is done so that the resulting ciphertext pattern is not static, is more 
random, and is extremely difficult for unauthorized parties to decipher (Irwansyah et al., 
2023). 
The core of the Rail Fence cipher is determining the row (rel) where a character will be placed 
based on a zig-zag cycle pattern. The mapping of the rth row index for the i-th character in 
the sequence is defined as follows (Equation 2): 

𝑟 = (𝑛 − 1) − |(𝑖 mod(2𝑛 − 2) ) − (𝑛 − 1)| 
Notes: 
1) r = The target row (track) position where the character is placed. 
2) i = The index position of the character in the original text (0,1,2, …). 
3) n = The total number of rows (tracks) used as the key. 

The results consist of mathematical formulas and the design of modified algorithms for the Hill 
Cipher and the enhanced Rail Fence Cipher. 
 
Stage 3: Design of a Hybrid Cryptographic Scheme 
After each algorithm was modified, the two algorithms were integrated into a single, cohesive 
hybrid scheme. A layered encryption flow was designed sequentially with the following 
architecture: 
Substitution → Transposition → Dynamic Key Restructuring 
In this stage, an integrated key synchronization mechanism for the encryption and decryption 
processes was formulated to ensure that the mathematical processes run harmoniously without 
failing to reconstruct the original data. The result is a blueprint and a layered hybrid 
cryptographic logic scheme. 
 
Stage 4: Algorithm Coding and Simulation 
The hybrid scheme, which had been designed theoretically, was then converted into simulation 
program code to validate its mathematical functions. This coding is intended solely to 
computationally execute the encryption and decryption functions on simulated financial data 
samples (Alshammari, 2025), without building an interface or a web-based application system. 
The result is a simulation code script for the hybrid algorithm’s functions along with validly 
encrypted test data samples. 
 
Stage 5: Security Testing and Performance Evaluation 
Conduct comprehensive mathematical and computational testing of the simulated algorithm. 
Cybersecurity testing includes frequency analysis, avalanche effect testing, correlation testing, 
and limited brute-force attack simulations. Meanwhile, the evaluation of performance 
(lightweight) is measured using computational time parameters (encryption/decryption 
execution speed) and memory (RAM) efficiency. These tests refer to modern cryptographic 
evaluation standards (Chowdhary et al., 2020; Ramdhan, 2025). The results consist of empirical 
test data, comparison graphs, and an analysis of the algorithm’s performance. 
 

RESULTS AND DISCUSSION 
This section describes the results of implementing the designed methods, ranging from 
independent algorithm modifications and the design of a hybrid scheme to computational 
testing using simulated financial transaction data. The evaluation focused on meeting the criteria 
for lightweight cryptography, namely precise data integrity and computational time efficiency. 
 
Results of the Algorithm Modification and Hybrid Scheme Design 

Based on an analysis of the characteristics of financial data, which contains various 
complex features, the classic Hill Cipher algorithm operating in Modulo 26 proved inadequate. 
Therefore, the key matrix space was expanded to Modulo 256 to ensure that every ASCII 
decimal value is substituted with precision. 

As outlined in the design phase, the main weakness of the classical algorithm is the use 
of a single substitution, which is vulnerable to linear cryptanalysis (Armah et al., 2024). To break 
this linearity pattern, the output of the Hill Cipher is directly transposed using an adaptive zig-
zag pattern from the Rail Fence Cipher. This combination of substitution and transposition forms 
a layered encryption architecture that successfully enhances data diffusion significantly 
(Dheepan et al., 2024; Pratisto et al., 2024), without sacrificing computational simplicity. This 
directly addresses the previously identified issue of insufficient optimization in classical 
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algorithms as security solutions for financial transactions (Cui et al., 2020). 
 
Implementation of Coding and Security Testing 

The hybrid mathematical model was implemented in a Python computing environment. 
Testing was performed iteratively on 2,000 rows of historical financial transaction data in a 
structured string format. 
a. Data Integrity Analysis 

The financial sector does not tolerate even the slightest anomaly after decryption. The 
computational test results presented in Table 1 show that the proposed hybrid scheme 
achieved a 100% data recovery success rate. 
 
Table 1. Sample Results of Integrity Testing and Computational Time for the Hybrid Scheme 

ID / Original Plaintext 
(Excerpt) 

Ciphertext Hex (Truncated) 
Encryption 

Time 
(Seconds) 

Integrity 
Status 

7475327|2010-01-01 
00:01:00|1556|2972|$-77.00... 

3a7e52f08cac48440ad8b111ce08... 0.000183 ✅ True 

7475328|2010-01-01 
00:02:00|561|4575|$14.57... 3a8452f08c8290128e5b1894c4b1... 0.000139 ✅ True 

7475329|2010-01-01 
00:02:00|1129|102|$80.00... 3a8a52f08cc11ce88e5bc830cefc... 0.000144 ✅ True 

7475331|2010-01-01 
00:05:00|430|2860|$200.00... 

3a5a52f08c54a44041ffe090e028... 0.000116 ✅ True 

7475332|2010-01-01 
00:06:00|848|3915|$46.41... 3a6052f08c98ccee8e5bb4120d32... 0.000104 ✅ True 

 
All 2,000 lines of ciphertext were successfully restored to their original text without 
corrupting sensitive characters (such as amounts prefixed with $ and timestamps). The 
mathematical validity of the Modulo 256 matrix inverse synchronization mechanism, 
combined with Rail Fence index reconstruction, proved capable of fully preserving the 
integrity of the data structure. 

 
b. Performance and Execution Speed Analysis 

The greatest challenge in securing data for MSMEs and small-scale institutions is the need 
for modern encryption (such as AES/RSA), which demands significant computational 
resources (I. D. A. Sari et al., 2023). This hybrid scheme is designed as a lightweight 
cryptography solution that does not overburden low-resource devices (Yudantiar et al., 
2023). Precise measurements of computational performance can be observed visually in 
Figure 2. 
 

 
Figure 2. Comparison of Average Encryption and Decryption Computation Times for the 

Hybrid Scheme on 2,000 Financial Transactions 
 
Based on the overall test metrics, the average encryption time was recorded as very fast, at 
0.000083 seconds per transaction line, while the decryption process took 0.000110 seconds. 
There is a small overhead of 0.000027 seconds in the decryption process. This overhead is 
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a logical consequence of the additional computational load when the algorithm dynamically 
computes the inverse of the matrix and remaps empty indices (placeholders) in the Rail 
Fence transposition pattern. 
 
Nevertheless, this consistent execution time—which remains well below 1 millisecond—
meets the performance evaluation standards for lightweight cryptography (Chowdhary et al., 
2020; Ramdhan, 2025). This highly efficient performance ensures that layered encryption 
can be processed in real time, making this scheme an ideal solution for digital ecosystems 
and web-based payment systems that prioritize security without introducing latency. 

 
CONCLUSION 

This study has successfully designed and implemented a hybrid cryptographic scheme 
that combines a modified Hill Cipher (Modulo 256) with the adaptive transposition algorithm of 
the Rail Fence Cipher. This layered hybrid approach (Substitution-Transposition) has proven 
effective in overcoming the linearity pattern—the main weakness of classical algorithms—while 
securing all complex characters inherent in financial data formats, such as decimal numbers, 
currency symbols, and timestamps. Based on computational testing of 2,000 rows of historical 
financial transaction data, the proposed scheme achieved a 100% data integrity recovery rate 
with no character anomalies or data loss (zero data loss). Furthermore, performance evaluations 
confirm that this algorithm operates with high efficiency. The average encryption time was 
0.000083 seconds and the average decryption time was 0.000110 seconds per transaction. 
This microsecond-precision execution time—well below 1 millisecond—definitely meets the 
criteria for lightweight cryptography. 

Overall, the modification and combination of these two classical algorithms can serve 
as a robust alternative solution for financial data protection without overburdening memory and 
the processor. This scheme is ideal for implementation in digital ecosystems with limited 
computational resources, such as lightweight mobile banking applications, SME servers, and 
educational institution payment platforms. For future research, it is recommended that this 
hybrid scheme be further tested through simulations of more extreme cybersecurity parameters 
(such as avalanche effect measurements and brute-force resistance tests), and fully integrated 
into production-scale web-based information system architectures (front-end and back-end). 
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