Jurnal Minfo Jurnal Minfo Polgan
P o | g a n Volume 11, Nomor 1, Mater 2022 e-ISSN : 2797-3298

Jurnal Manajemen Informatika Politeknik Ganesha p-|SSN . 2089-9424

Playfair Cipher Algorithm in Learning
Media

Subhan Hafiz Nanda Ginting”, M. Rhifky Wayahdi?, Surya Guntur®
Y2yniversitas Battuta, Indonesia
Ysubhanhafiz16@gmail.com, ?muhammadrhifkywayahdi@gmail.com, ®guntur@polgan.ac.id

Abstrak :

The level of security and confidentiality of information / data becomes very important in the era of increasingly
sophisticated and developing technology. Cryptographic methods can be one solution to overcome problems in
the level of security and confidentiality of information. However, knowledge about cryptography is still a lot of
audiences who do not know and understand its use in securing the secrets of information, for that we need an
application which presents a learning media that is expected to help provide knowledge from cryptography.
This study implements a learning media application that discusses a Playfair Cipher classic cryptographic
method, a cryptographic technique that encrypts bigrams using a matrix table consisting of 25 letters in it, text
that can be encrypted in the form of alphabet letters on the system that has been tested. The results of the
encryption and decryption of the text do not have spaces or symbols in it, the application of playfair cipher
cryptographic learning media is aimed at computer students as a tool to better understand the playfair cipher
cryptographic material.
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INTRODUCTION

The development of communication and information technology at this time experiencing very
rapid growth. Advances in information technology provide many advantages for human life, especially
in the field learning, at the present time learning media are very widely used.

Learning media is a tool for teaching and learning. Everything which can be used to stimulate
thoughts, feelings, attention and ability or learning skills so as to encourage the process study. One of
the learning media is about computer security. Computer security is information security that is
applied to computers and networks where one form of computer security is Cryptography. In computer
lectures, cryptography is one of the courses that's taught and is very important for computer students to
know about Cryptography. Cryptography is the study of techniques mathematics related to aspects of
information security, such as data confidentiality, data integration, and data authentication. With
cryptography data or information will be gated security from computer criminals. The problem that we
often encounter in cryptography is a lack of explanation about cryptography and the steps of working
on cryptography as well with learning media that only presents material without telling the process of
its use, so that many students are less interested in deeper into learning about cryptography, especially
for Playfair Cipher cryptography. Playfair Cipher is a classic cryptographic algorithm that belongs to
in the polygram cipher, where the plaintext is converted into a polygram form and processes
decryption encryption is done for the polygram. The cryptographic key is 25 the letters arranged in a
5x5 square by eliminating the letter J of the alphabet. The possible keys are 25, the arrangement of the
keys in the square expanded by adding a sixth column and a sixth row. Sixth line is the first row, while
the sixth column contains the first column. On Generally, the key is a series of words that are easy to
understand.

Based on the results of data collection that | did among students there are still students who only know
about cryptography, as well with knowledge of the Playfair Cipher algorithm, many of the students did
interested if Playfair Cipher cryptography is made in the form of a medium learning Therefore, the
authors will make learning applications for students especially Playfair Cipher cryptography learning,
making this application using Microsoft Visual Studio 2010 with the VB.Net programming language,
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where this application will display material about cryptography and Playfair Cipher step of the
encryption. From the problems described above, the author raises the title research " Implementation
of the Playfair Cipher Algorithm in learning media”. The hope is that in the world of lectures the
application is useful in increasing student interest in learning, especially in learning cryptography

RESEARCH METHOD

The playfair cipher algorithm is a classic encryption method that is very difficult to manually
cryptanalyze. Even so, Playfair can be solved by using the information on the frequency of Bigram
appearances. An important component in the Playfair algorithm is the cipher table used to encrypt and
decrypt the default table introduced by Playfair which is a table in the form of a matrix of size (5x5)
which contains the capital letters of A-Z by eliminating J (E. Haodudin Nurkifli, 2014). The use or
function of the base64 algorithm is to hide confidential data so that it is not known by third people.

The application of the playfair cipher algorithm in making this cryptography learning application
is done by collecting materials related to cryptography, the playfair cipher algorithm and so on. In this
learning application. The understanding of cryptography will be applied, the understanding of the
playfair cipher algorithm and examples of the encryption process and text descriptions using the
playfair cipher algorithm and in the application later The encryption process and data descriptions are
displayed so that students or users understand how to encrypt and describe data using the Playfair
Cipher algorithm.

Use cases describe the sequence of activities carried out by actors and the system to achieve a
specific goal. A Use Case presents an interaction between actors and the system and describes the
expected functionality of a comparison system.

1. RESULTS AND DISCUSSION

The results of the design of the Playfair Cipher Cryptography learning media application are
sorted from discussion, encryption and decryption. The discussion serves to present material about
Playfair Cipher Cryptography, encryption is used to convert plaintext (text to be encrypted) into
ciphertext (text that has been encoded), and decryption is used to return ciphertext to plaintext. The
following is a display of the results and discussion of the Playfair Cipher Cryptography learning media
application.

The main form is the overall Playfair Cipher Cryptography Learning Media Application interface,
where to use this learning media application you can go through the main form interface. In the main
form there is a strip menu, namely, the file menu which consists of profiles, and exits, the discussion
menu, the application menu which consists of Encryption and Decryption and the help menu. For
more details, the main form display can be seen in the following image:
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Figure 1. Activity Diagram Initial Application Display

This encryption form functions to convert plaintext messages into ciphertext forms, so that the
plaintext messages cannot be known. The things that can be done in this encryption form are inputting
the text, then encrypting the text then we can clean the text that we have encrypted then we can exit
the encryption form and return to the main form.

In the process of encrypting plaintext into ciphetext, we first input the text which we will encrypt
in the input textbox, then input the keyword which will be the key in encrypting the message, then
press the encrypt button, the plaintext we input will turn into ciphertext which will appear in the output
textbox.

This decryption form serves to convert the ciphertext message back into plaintext form, so that
the message can be read again. The things that can be done in this Decryption form are inputting the
text, then decrypting the text then we can clean the text that we have described then we can exit the
decryption form and return to the main form.

Blackbox testing is a software testing method that focuses on the functionality side, especially on
application input and output (whether it is in accordance with what is expected or not). The testing or
testing phase is one of the stages that must be in a software development cycle (other than the design
or design stage). The following is the system testing with the black box testing method which is
presented in the following black box testing table:

No Scenario The results are Result Conclusion
Testing expected Testing
The application
Discussion | processes the

1 strip menu | Discussion As expected Valid
Strip Menu then
a form appears
discussion
Click the Extract Valid

Application | Strip menuy, an

2 Strip Menu | Encryption and As expected
Decryption farm
will appear
Selected Strip

Menu Strip | File menu will Valid

3 File appear Profile As expected

Jorm
Menu Strip Strip Help menu Valid

4 Help is selected will As expected
appear Help
form

Table 1.Black Box Testing Main Form Testing Results
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No Scenario The results are Result Conclusion
Testing expected Testing
When the Encryption
button 1s selected, the
system will perform
1 EBufmn the Encryption ) As expected
nervpt process, a message box Valid
will appear which will
display all input and a
maitnx table will
appear to produce
ciphertext
2 When the Button 1s
Button clicked it will clean up Valid
Clear display on the form As expected
3 Button When the Home Button
Home is selected it will return | As expected Valid
to the Main Form
Table 2. Black Box Testing Results for Encryption Form
No Scenario The results are Result Conclusion
Testing expected Testing
When the Decrypt
button 1s selected, the
svstem will perform the
I e As expected Valid
Decrypt ecryption process, a
message box will
appear which will
digplay all input and a
table will appear matrix
7 Button When the Bution 1s
Clear clicked it will clear the As expected Valid
display on the form
Button When the Home Button _
3 Home is selected it will return | As expected Valid
to the Main Form

Table 3. Black Box Testing Results Form Description
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CONCLUSION

By providing complete and lightweight cryptographic material to be understood in a learning medium
with an attractive appearance, students will be more interested in learning about cryptography.

By presenting complete and easy-to-understand material in the form of text or images, as well as with
examples of calculations on Playfair Cipher Cryptography, students will more easily understand and
understand Playfair Cipher Cryptography. By creating a learning media that has an attractive
appearance, it will increase student interest in using learning media as a medium for enhancing
knowledge
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